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- HANWHZS: RSEAW. 9HH.
Leader &%, BEEEIE: Kubernetes,
APISIX SRR EFMEETTEIERE

- TN —F U T REEERRHRS

- —EUE: raft EIARIEST REE—EME

- AP
 Putab
The name “etcd” originated from two ideas, the unix “/etc” * Rangeab
folder and “d"istributed systems. The “/etc” folder is a place to * Ixn

store configuration data for a single system whereas etcd stores Watch

configuration information for large scale distributed systems. Hence,
a “d"istributed “/etc” is “etcd” .

araCidEe arisixX COI
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« KV - Range, Put, DeleteRange, Txn, Compact. Xz
TIEMXNE, BRAESESE

- Watch - Watch. ¥0IF Key 891k

« Lease - LeaseGrant, LeaseRevoke, LeaseTimeToLive,
Leaseleases, LeaseKeepAlive. FHL1E 2 1E

SEHEENE4MEXH AP

« Auth — EF RBAC BIERFEXBAPI.
« Cluster - FRRTLTEEEEXA API.
« Maintenance - E£&EENIKE, BREEHEXE AP

COMMANDS :

alarm disarm
alarm list

auth disable
auth enable
check datascale
check perf
compaction
defrag

del

elect

endpoint hashky
endpoint health
endpoint status
get

help

lease grant
lease keep-alive
lease list
lease revoke
lease timetolive
lock
make-mirror
member add
member 1ist
member promote
member remove
member update
migrate
move-leader

put

role add

role delete
role get

role grant-permission

role list

role revoke-permission

snapshot restore
snapshot save
snapshot status
tan

user add

user delete

user get

user grant-role
user list

user passwd

user revoke-role
version

watch

Disarms all alarms
Lists all alarms
Disables outhentication
Enables outhentication

Check the memory usage of holding data for different workloads on a given server endpoint,

Check the performance of the etcd cluster

Compacts the event history in etcd

Defragments the storage of the etcd members with given endpoints
Removes the specified key or range of keys [key, range_end)
Observes and participates in leader election

Prints the KV history hash for each endpoint in --endpoints
Checks the healthiness of endpoints specified in "--endpoints” flag
Prints out the status of endpoints specified in ~--endpoints™ flag
Gets the key or a range of keys

Help about any command

Creates leases

Keeps leases alive (renew)

List all active leases

Revokes leases

Get lease information

Acquires o named lock

Makes a mirror at the destination etcd cluster

Adds a member into the cluster

Lists all members in the cluster

Promotes a non-voting member in the cluster

Removes a member from the cluster

Updates a member in the cluster

Migrates keys in a vZ store to a mvcc store

Transfers leadership to another etcd cluster member,

Puts the given key into the store

Adds a new role

Deletes a role

Gets detailed information of a role

Grants a key to a role

Lists all roles

Revokes a key from a role

Restores an etcd member snapshot to an etcd directory
Stores an etcd node backend snapshot to a given file

Gets backend snapshot status of a given file

Txn processes all the requests in one transaction

Adds a new user

Deletes a user

Gets detailed information of a user

Grants a role to a user

Lists all users

Changes password of user

Revokes a role from a user

Prints the version of etcdctl

Watches events stream on keys or prefixes
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1 $ etcdctl put hello world 1 # #EEwatch revision, RIMHErevisionZ G9FiERER 1 $ etcdctl put hello3 world3
2 DK 2 4 etcdctl watch hello —rev=1 2 0K
3 PUT
3 $ etcdctl get hello
4 hello 3 etcdctl txn -1
4 hello 5 world $ "
5 world 5 puT 4 compares:
6 § etedctl get hello —w=json|ig 7 hello 5 value("hello3") = "world3"
7 { B world2 I
8 g 4 etcdctl watch hello —rev=1l —w=json|jq
o P 0 o 7  success requests (get, put, del):
x 11 “Header": { |
10 { 12 “cluster_id": 148416390689651800€0, & put hello3 txn-succ
11 "key": "aGVsbGB=", 13 "member_id": 1@276657743932975008, 9
12 “create_revision": 2, :: :"‘:i“:"""j 35 10 failure requests (get, put, del):
1, S raft_term":

13 mod_reyision®: 2, = |3 11  put hello3 txn-failed
14 “version": 1, 17 “Events": [ 12
15 "value": "d29ybGQ=" 18 {
16 1 13 “kv': 13 SUCCESS
17 1, 28 “key": "aGVshGB=", 14

" " v “create_revision': 2,
=2 couRt sl 22 “mod_revision": 2, 15 0K
;3 i e e o 23 “version”: 1, 16 $ etcdctl get hello3

etcdc ut hello wor 24 "value": “d29ybGO="
21 0K / 25 - P 17 hello3
22§ etcdctl get hello 2 z 18 txn-succ
23 hello ;s "kv''s {
24 world2 29 Ukey": "aGVshGB=",
25 $ etcdctl get hello -w=json|ig 30 "create_revision': 2,
26 { 31 “mod_revision": 3,
27 s 32 “version": 2,

B 33 “yalue": "d29ybGoy"
28 kvs"s [ 34 }
29 a5 }
30 “key": "aGVsbGB=", 36 1,
31 "create_revision": 2, 37 "CompactRevision": @,
32 “mod_revision": 3, # revisionf[#lRetcdthELREE = S R A

33 "Created": false
33 “version": 2, 0 3
34 "value": "d29ybGQy" 1
a5 42 # 0B lease api, FRkeyBlEfEL), BEMESkey Bk
36 Ts 43 4 etcdctl lease grant 68
37 neount™: 1 44 lease 694d7ffa56dc4dl8 granted with TTL(G8s)
a8 } = 45 4 etcdctl put hello2 world2 —lease=694d7ffa56dc4d1ls
= I 5 46 0K
39 ¥ EEEHEEFS, ERFRESZA, AIREZHEEREE 47 % etcdctl get hello2
40 $ etcdctl get hello ——rev=2 48 helloz
41 hello 43 world2
50 § etcdctl get hello2
42 world
o 0
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[root@demo ~/etcd-v3.4.13-11nux-amd64/default.etcd]# tree .

L — member
—— shap
L db
— wal
— 0000000000000000-0000000000000000 .wal
— @.tmp

3 directories, 3 files



[root@demo ~/etcd-v3.4.13-1inux-amdo4/default.etcd]# etcd-dump-logs .

Snapshot:

empty

Start dumping log entries from snapshot.

WAL metadata:

nodeID=8e9e@5c52164694d clusterID=cdf818194e3a8c32 term=2 commitIndex=1@ vote=8e9e@5c52164694d
WAL entries:

lastIndex=10

term index type data
1 1 conf method=ConfChangeAddNode 1d=8e9e05c52164694d
2 2 norm
2 3 norm method=PUT path="/@/members/8e%e05c52164694d/attributes" val="{\"name\":\"default\",\"clientURLs\":[\"http://localhost:2379\"]}"
2 4 norm method=PUT path="/@/version" val="3.4.0"
2 5 norm header:<ID:75878616607023744@5 > put:<key:"hello" value:"world" >
P 6 norm header:<ID:75878616607023744@8 > put:<key:"hello" value:"world2" >
P 7 norm header:<ID:7587861660702374416 > put:<key:"hello" value:"hehe" >
2 8 norm header:<ID:7587861660702374418 > lease_grant:<TTL:3@ ID:758786166@0702374417 >
P 2) norm header:<ID:7587861660702374419 > put:<key:"hello" value:"hehehe" lease:7587861660702374417 >
P 10 norm header:<ID:7587861660702374421 > lease_revoke:<ID:7587861660702374417 >

Entry types (Normal,ConfigChange) count is : 10



[root@demo ~/etcd-v3.4.13-1linux-amd64/default.etcd]# etcd-dump-db list-bucket .

alarm

auth

authRoles

authUsers

cluster

key

lease

members

members_removed

meta

[root@demo ~/etcd-v3.4.13-1linux-amdé4/default.etcd]# etcd-dump-db iterate-bucket . members

key="8e9e05c52164694d", value="{\"id\":10276657743932975437 ,\"peerURLs\":[\"http://localhost:2380\"],\"name\" :\"default\" ,\"clientURLs\":[\"http://localhost
[root@demo ~/etcd-v3.4.13-linux-amd64/default.etcd]# etcd-dump-db iterate-bucket . key
key="\x00\x00\x00\x00\x00\x00\x0@\x06_\x00\x00\x00\x00\x0O\x0Q\x00\x00t", value="\n\x@5hello"

key="\x00\x00\x00\x00 \x00\x0B\x00\xQ5_\x00\x00\x00\x00\x02\x00\x00\x00" , value="\n\x@5hello\x10\x02\x18\x@5 \x04*\x@6hehehe@\x91\xf4\xele\xffei"
key="\x00\x00\x00\x00 \x00 \x00\xD0\x@4 _\x00\x00\x00\x00 \x00 \x00\x00\x@0", value="\n\x@5hello\x10\x@2\x18\x@4 “\x03*\x@4hehe"
key="\x00\x00\x00\xDO\x@0\x00\x0@\x@3_\x00\x00\x00\x00\x00\x00\x00\x00" , value="\n\x@5hello\x10\x@Z\x18\x@3 \x@2Z*\x@6worldz"
key="\x@@\x@B\x@@\x@@\xB@\x@B\xB@\x@2_\x@@\x@@\xB@\x@g\x@@\x@@\x@@\x@@", value="\n\x05hello\x10\x02\x18\x@2 ‘\x@1*\x@5world"

2 E
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hello: revision{2,0}

4 ¥ 4 -

treelndex/B-tree

FRIBkRAErevision{2,01f
) FehbufferEifl, &
M MboltdbEifkey. value

boltdb/B+ tree

]-)}

Jtype revision struct {

main int64

sub int64

ﬂ—jtype KeyValue struct {

Key [Jbyte ‘protobuf:"bytes,1,opt,name=key,proto3" json:"key,omitempty""

CreateRevision int64 protobuf:"varint,2,opt,name=create_revision,json=createRevision,proto3

ModRevision int64 "protobuf:"varint,3,opt,name=mod_revision,json=modRevision,proto3" json:"mod

Value []byte "protobuf:"bytes,5,opt,name=value,proto3" json:"value,omitempty""

an

Lease int64 “protobuf:"varint,6,opt,name=lease,proto3" json:"lease,omitempty"’
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« Leader &2, Leader tfE/SERLRER
Rk HHT Leader;

- BEEF, HERHE Leader BEEAH
&, Leader Ax=EHIHERE Follower
e, Hig% Follower TER5BECEE
B1EE;

- e, —MIHRNERREETE—D
Leader. ERXNBAEFREELE
Leader &2, —ESFEESTH
H#r Leader HEF . 1N RPRES
NMNBANERMNENBEZENEN—

HEFo




ClientE & » | etcdctl/clientv3

APIE

Rafti=

" Propose

‘7_, ‘ Ready/
i applyc

ﬁﬁ%‘

clientv3/®E, put->gRPC KVServer Put API, fa%f
19 &%, round-robin
etcd EF—T = HY etcd server*ii;"&lliQJChent BiEK

(N2 foIIower B, &54&EIE Raft EHIGIER
HAEZE leader T ERME)

etcd server ¥EiEREFZE ARaftiz KR, REIERS
Raft 1‘%5&9&2

Leader @iZ Raft X SE&EREH follower T 21T
RXEH, Jvlé %\’E%EJ follower T =, FlUtEES, F
THE HEEFALE WAL

Follower T mXiZzigkigtTIy, AEEHCEERE
ﬁﬁﬁjz

LMERHDPBITHEET SR ((n/2)+1 members ) AR
RUOX 5= MMTEHT %le & KB LA Commit,
Raft #&Ri@%etcd server iZBEHIEEZ Commit,
A LAES T Apply

Z 1T KRBT eted server B9 applierV3 2R B EHIT

Apply ?;Eﬂf i@ MVCC ERE A G infFiE
BoltDB

= client FrEZERMNT REWE apply BkII/E, SiR[EIZS
Z s apply B4



Client 2

APIE

Raft2

clientv3/E, Range->gRPC KVServer
Range API, RAFEIIESEX, round-robin
etcd E—T =B etcd server BRIKFZ
imiEER (Range 5K )
AIBTEIEKEE, MRS HITHIE

(serializable) NEZHEA Apply fiE
MRIBLEM—BUHIEE (linearizable) , M
A Raft &1k

Raft #& [0 leader & H Readlndex 153K,
RN H B ER R ERNEHEIE Index

FEFAHM Appliedindex XFSHEF
ReadIndex 3XEXEY Committedindex B, #
A Apply 2

Apply #itfz, B2 Key BM KV Index &R
IRE Key &30 Revision, Bi&@d
Revision MBoltDB ZREXXS A Key #1
Value



etcd £E APISIX FIRZHH



Data Plane (DP) Control Plane (CP)

Apache Skywalking

Dashboard

Manager API
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Why we choose etcd as the configuration center?

For the configuration center, configuration storage is only the most basic function, and Apache APISIX also needs the
following features:

1. Cluster

2. Transactions

3. Multi-version Concurrency Control
4. Change Notification

5. High Performance



How does Apache APISIX use etcd to achieve millisecond-
level configuration synchronization #

etcd provides subscription functions to monitor whether the specified keyword or directory is changed (for example: watch,

watchdir).
Apache APISIX uses etcd.watchdir to monitor directory content changes:

« If there is no data update in the monitoring directory: the process will be blocked until timeout or other errors occurred.

« If the monitoring directory has data updates: etcd will return the new subscribed data immediately (in milliseconds), and
Apache APISIX will update it to the memory cache.

With the help of etcd which incremental notification feature is millisecond-level, Apache APISIX achieve millisecond-level of

configuration synchronization.



Concurrency Primitives

Linearizable Reads

Multi-version
Concurrency Control

Transactions

Change Notification

User permissions

HTTP/|SON API

hip
Reconfiguration

Maximum reliable
database size

Minimum read
linearization Eatency

NewSQL (Cloud Spanner,
ZooKeeper CockroachDB, TiDB)

External curator recipes in > Rare , if any
Java

Sometimes

Sometimes

SQL-style

Triggers (sometimes)

Varies (per-tabl

per-database rc

Rarely

Yes

Several gigabytes Hundreds of megabytes Hundreds of MBs Terabytes+
(sometimes several gigabytes)

Network RTT No read linearization RTT + fsync Clock barriers (atomic, NTP)

https://etcd.io/docs/v3.5/learning/why/#comparison-
chart
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A AFBENEEB KX AIE?

« Authenticate’®& 0% S Hetcd KZcpu

o {KiRANetcdfEH1TAuthenticate T IIE R
XK, SEUEKEE

¢ REFtokeniZE LEAuthenticate=S
Hetcd cpuREiil S, 15KEAZE

FXissue&PR:
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« etcd ABENFER/RIAR AuthEnable API, FEBIZERHE root AR REB

« etcd V2ER=EE guest IAEFZENIRE, FEA M guest tXIRE

« etcd V2 f1 V3 ENMEEIRY, HFEENNEZELEHE/ZH v2 api

- AFKIBEREMERA https, HABEFiwIERIAILE

o BIENMERE, ERIEPENRFRIEREN, NERZEIBEN, etcd token R

SEA jwt, BERIKERE=EAEEMN token

« gprc-proxy #l grpc-gateway ARZHEHERIUERH CN £4%
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bug:config_etcd did not handle the watcher be canceled #2680

NOISLELEE (inxinshuo opened this issue on No 20 - 0 comments

linxinshuo commer

Issue description KRIEMHLZIE ErrCompacted HH1RSE WatchR &

Current version, the config_etcd watch different prefixes and maintain revisions separately, when some prefix be modified,
the others can not perceive revision change. If etcd enable auto compacted, the watcher with old revision will be canceled
because revision be compacted.

hope the watcher can handle the canceled result, re-pull the latest revision and re-watch

In current version(2.0), canceled response will case panic
2020/11/10 10:23:25 [error] 46#0: *16354 [lua] config_eted.lua:448: failed to fetch data from etcd:

gument #1 to 'ipairs’ (table

Environment

= apisix version (cmd: apisix version): 2.0
« 0S;
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« Snapshot S/ A—E
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5K etcd HIIRES: etcdserver: mvcc: database space exceeded

« etcd dbsize BN 2G, XRAGEMNEHEHERMENBER TMREEZEH db S, MR
% etcd BRI

- AFKIBERIIFFA auto compaction

- DB %EZ%:%F AR ESLFRE T Compact, X dbsize /XY db #1T defrag #1E,
BE 2 [5F#17 etcdctl alarm disarm KBEREZE

« JFE, Compact #ESERBMBIEH LA, BHAEEES S db X\, E4s db K/NEEH
defrag (B1R)
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MENE, RIFAE:

DefragiR{EE S FHEHA1AboltdbBURIERE S & — M RdbI S, A
[ereplaceisZRdb3 {4, HBESXENdbIEINE!, PEEZT RRE
B#4E, ENRIEIZT RENEKZEIF M
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REWSFERetcdEARS AT, EFinEE
BB RS X N key 4 E— N FTHYlease,
R IEKlease KEWR, EHATH

JRE 2 H7:
XE—THBENEIRERTS, etcd3 B lease fEA—
MR RFE, BIXEH key NNREPFTER—1HT
B lease, HEEFimEEXNEN lease HiTHHEAIE,
ABAZH lease SFFEFRE, HEITHIEH etcd i,
B etcd BRBImXT lease B HmE R B MR HIH
(ZHRIPRHIAT 1000/s) , MNREBEFiwER ease BIM
AT etcd THIRBRIAER, M=IEK lease KEHE
R (LEBAEKE) , AMXREK etcd SH%, FNS
EREEN lease SHIEH LA mE, ER,
XEEHNERSIANENEFiR{ER— lease, E
HA{E A KeepAlive 174287
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- dbsize: BIN2G, BINAEISG, dbidASFntsE, BNEMEHMRKERE

« leaseH=: BINABE 1w, ENEERlease TTLMetcdm HEMAF M, WTTLA3S, R
$51000/s, NleasefBid3000FE AIBESHE T leasemHIE

« Key-valueX/)\: BIA1.5MB, R XKZINAEIL10MB, SX=ZEeE, RANERRNERS

« EAKTxn ops: EKIAN128, TRSF IR

« SnapshotCount: 3.4EK1A100000, RHAMRAEIA10000, ENMTREFF X, AEREky
KING BARE, HEEMRESHTEE

« NERTER: BLEXRESEW S TEEITH
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« etcd-gateway: WEFERNIE, BTERSRK etcd ik, Bt TRIERK
ZFimihotitEELTE

- grpc-proxy: LIRS 7 EREOAKE, vJfE@Y E, BE watch # lease &
X, XEFRIGIEIEK, WEIE—EEERAERNT =0 B TR HaE

- grpc-gateway: etcd W&, BIAEH, A% http 15KEEA grpc 5K, £
etcdv3 X5 http 153K



Q: 5P REE3IN, ZERTABFRIKER?
A: EIERsnapshoti#TiIkE, force-new-clusterEE T R EHNBE R TR e S &EEEpanic,

FEEARX:

Q: ﬂﬂ%ibsnapshot%?‘ BT — NNBTETRY, ﬁBJ‘ﬁ—/\/J\EB‘E%‘SUEZ(xE'E%‘B%§UE?

A: Snapshot APIREraftihi¥, REAT REEEIE#ET, BMEEE—RIU LT R, e RAEXRI TS
T R SLE— 1 Snapshot, ﬁFLLlZSnapshot'l?‘XE A{RIESERERE,

Q: FEfEHsnapshot restoreiH1TIRE, AMTAERKRARK/IKEREDIRIE?

A: HfTsnapshot restorem B, ARATREANGLITSEH AR, ERBETRIER, BEBRRBREAX
ERBIEITEIE: https://etcd.io/docs/v3.5/op-guide/recovery/
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© a data corruption bug in revoking lease when upgrading cluster from v3.2 to v3.3/v3.4+
#11689 by tangcong was closed on 22 May 2020

© a data corruption bug in all etcd3 version when authentication is enabled

#11651 by tangcong was closed on 1 Mar 2020
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N FRE=KiR, server ABEERA
KRB RRNBEEERE, BHEHNEBE
RSHROEEE, IR Raft EEKRB T X,
BT server REBHNHIRFMEIZE,

IR E 0 8EfFE server N HE
FHEEPRSNEM, EXETTH
REIBIEARA—E 1Exsﬁ/|\7f< 3
F3F Raft BREHW, BE&EY Raft
IEERAIINBESR R -
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Fkey-value
OOM {
Range A &EpJkey-value

FAS

} BEﬁ%ﬁiﬁ%{tOO many request) fljngeﬁf'ﬁ%ﬁetcd:ﬁ,ﬁcpu‘ memory{E

RiotaEE =
TR 1 REE

BOER., KWES 5 S e IR

R
R REIESH

Ai,
etcd® L E%PE EHRESH

auth revision

} WIER—

defrag

ik clientf 2i191FbugH

} etcdi S E

T RS

etcd dbi# e B compact 5iig

tBXE&bug Ft compact 5EE;

eted cpu/RIFERES, HIRBIETE

WatchS %218 —[

clientFiET @ B FZcpu. REMINE
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a data corruption bug in all etcd3 version when authentication

HER—E

tangcong c

@ iz wus

s team) encountered a serious eted data inconsis:

and deployment were not found when you use kubect!
rkioad.

e-3 have same
ferent from others. the number of keys per node is also
inconsistent.for example, some keys are on the leader, but do net exist on the follower node. after

adding the simple debug log, we found that the reason the follower node failed to apply mand
is that its auth revision is smaller than the leader.

and upgrading cluster from etcd-3.2 to etcd-3.3 #11691
jingyih m commit into et 3.2 from 3.2 £ onM

J Co tion

butar

mitake

ch from 9511a84 1o 688c@a5 on Mar 12
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XIFSACEER. CIEH etcd &EF

F 1% Prometheu s %12, REFEN
etcd Grafana EHRE]

XIRZMBIEEO AN (D HEENEIXNTR
Zh& . EPE Learner SETER)

xiFSaRE (SE—5E. BRE.
BigK . BRYRYF)

T ES etcd HIE (4551523
Kubernetes BRI REIBEHN T ES )

MARBWBLERR, EEEHSA . BIETHK
i, BIRfBmiAERE. & KeFsEH
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BR: HEEKey-ValuelliE

Qa@emonseLls

ployments

master|

minions
menitaring
mutatingweb
namespaces

K istentvolurm
persistentvolumes
F

[F default

broker-&

cluster-bill-service-695

1 coredns-614b G-

coredns-6f4bBcdBcl-
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‘Monitor: FF/3 etcd M52, K& metrics
SRR ‘Backup: 7/5 etcd ER &R

SASH Backupcheck: 10 & etcd EXRFHER

TNHELFF X

2% 2 ; BEMXHHEEIES

Alarm: Backup: Backupcheck:

demo0x00 iE® | ) _ . 'COnSIStenCy: %&TE_&'EMﬁ

Consistency: Healthy : Monitor:

‘Healthy: {25 E K&

‘Request: /3 etcd FARE1EK ., key #
E0MSIT

« Alarm: #2& etcd EEEEFE db i .
HIEBRIANRES %
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- A=A APl BHEEINHE
- Tapp fHX StatefulSet EINR;
o IEFANFMESE StatefulSet

[RA8E
« XEFARE Pod [ERAAREIER
. _ o XFFRMEERT
' | P N - YIS IEIEE Pod
| \; XV | - BIRNEBRREE
E*‘iiﬁi“ \ Ezﬁtﬁ? ¢ BredRestore [N £/ AdmissionControl RIi#{TE 2~
I | NSRRI R iRk

« BHENX Controller ai#{TEL2S
R B REMERERMIZHIRE
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- SRS AEE

« FANWERMESE

- BUARERXR, MEER

- EEBIR

- KT RIEET B

« XFFHTTPS, BXI€KIEH, BEXEBEE

BENXZSH

- FIPIKE
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Disk Sync Duration The total number of wathcher

DB Usage Rate
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6.65 MiB 0.108%
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6.56 MiB
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max current v
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Hot Write QPS
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